
Supporting the UK’s 
next generation of cyber 
security professionals



What do you call a  
tech-savvy student with  
a career in cyber security 
ready and waiting?

Anyone can be a cyberist – so long as they’re passionate, intrigued by 
technology and love computing. They could be a social media whizz,  
a gaming guru or straight up writing code: it’s simply about being in 
touch with the modern world.

A cyberist is dedicated to protecting friends, families and communities. 
They’re keen to improve and explore the digital world. They’re our new 
generation of computer experts. They’re from all kinds of backgrounds, 
all over the UK. But they have one thing in common. They’re here to 
safeguard our digital future. And to find these cyberists, support them 
and train them, we’ve created CyberFirst.

You might call them lucky.
We call them cyberists.
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What is CyberFirst?

Launched in May 2016, and 
inspired and led by the National 
Cyber Security Centre (NCSC), a 
part of GCHQ, CyberFirst is a 
programme of opportunities 
helping young people explore 
their passion for tech by 
introducing them to the world of 
cyber security. 

And these young people could be 
anyone, from anywhere. We’re not 
here just for the genius coders 
either; we’re open to all sorts of 
tech and computing passions. 
Livestreamers with their own 
gaming vlogs. School-leavers with 
Twitter as their second language. 
You really don’t have to be fluent 
in Javascript to be the kind of 
mind we need.

But what do they have in 
common? Our future cyberists 
want to make an impact – and 
with CyberFirst, that’s guaranteed. 
What’s more, we’ve opened our 
options up for more people than 
ever. So for those who’d rather get 
a degree first, or for the practical 
on-the-job learning types, the 
chance to become a cyberist of 
the future is now within reach. 
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Why is cyber security  
so important now?

We live in a modern world, where 
our phones are rarely out of our 
hands and computers make all 
sorts of tasks easier. It’s this 
reliance on technology that 
makes cyber security so 
important. You might not realise 
it, but it touches all our lives – and 
it’s not limited to your email 
password either. 

Whether it’s registering your 
heart rate on your smart watch; 
shopping online through a secure 
connection; or even handing over 
your details at the doctor or the 
dentist, all that data has to be 
protected. That’s where cyber 
security comes in.

With an ever-changing digital 
society that’s showing no signs of 
slowing down, cyber security 
needs to adapt with it. Our 
cyberists have to be versatile, 
moving at a pace that can keep 
up with the rapid technical 
advances in our society. 

That’s what makes them so 
valuable – and so increasingly 
needed. They’ve got an important 
job to do, but an exhilarating one 
too. Because without even 
thinking about it, people, 
businesses and institutions all 
over the UK are relying on the 
work of the cyberists. 
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Your route to a career  
in cyber security:  
Degree Apprenticeship
We want to make careers in cyber 
security as accessible as possible. 
That’s why we’ve introduced our 
Degree Apprenticeship. On this 
programme, school leavers can 
dive straight into the world of 
work, getting a full degree in the 
process. They’ll undertake a level 
6 degree apprenticeship, learning 
about everything from code to 
emerging technologies, with a 
potential full-time role at the end. 

And they’ll work alongside other 
cyberists and industry experts at 
GCHQ and NCSC, gaining the 
kind of knowledge that will 
change their career for the better. 

It’s the kind of straight-out- 
of-school opportunity that so 
many people wish for. And we’re 
giving cyberists the chance to 
grasp it with both hands.
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Your route to a career in cyber security: 
University Bursary

With our University Bursary, students 
can enjoy the full university experience, 
safe in the knowledge that they’ve got 
a cyber career ready and waiting for 
them afterwards. The programme is 
split into three chunks:

1.  University:  
You’ll receive an annual £4,000 bursary 
throughout your degree.

2.  Each summer:  
You’ll carry out work experience with cyber 
security teams in government or industry,  
for which you’ll be paid £250 per week.

3.  After graduation:  
At the end of all that, we’ll aim to place you in  
a graduate-level cyber security role.

It’s an opportunity that will lead students into a  
future where they can influence vital cyber security 
decisions. It’s a chance to play a pivotal role in our 
digital society.



So what skills and qualifications are needed?

For our Degree Apprenticeship scheme, 
we’re looking for school leavers who:

•   Have (or are predicted) 3 A levels at  
grade C or above in any subject

•   Have 2 GCSEs at grade B or above in STEM 
subjects, one of which must be Maths

•   Have a love of all things computing and 
digital

•   Keen to learn, passionate and motivated to 
succeed in the world of cyber security

For our University Bursary scheme, we’re 
looking for students who:

•   Are looking to start university next year,  
or already in their first year studying a  
STEM subject

•   Have (or are predicted) 3 A levels at  
grade B or above in any subject

•   Have a good knowledge of how computers 
work and how to secure them

•   Are hard-working, team-oriented, 
passionate and determined to secure  
the technology we use 
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What does it take to be a cyberist?
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Some of the work we do has to remain 
confidential. But there are plenty of things we 
can openly share about what it’s like to work 
here. Such as the fact that we have an open, 
collaborative and supportive culture, first-class 
training programmes and huge scope for 
development.

We welcome people from all walks of life, 
because it’s talent, drive and potential that 
really matter. If you have the skills we need to 
keep the country safe, it doesn’t matter where 
you developed them. Of course, we have some 
qualification and eligibility requirements, but 
we actively aim to reflect the diversity of the 
nation we serve. 

To help you get a better idea of what our 
application process involves, we’ve outlined its 
main structure below, giving you a good basis 
for what it takes to become a cyberist.

•   Register on our website

•   Tell us about your skills and experience

•   Provide details on your immediate family  
for security purposes

•   Undertake an online test

•   Attend an assessment centre

•   Receive a conditional offer

•   Go through our vetting process  
(SC*/DV** for bursary DV** for apprenticeship)

•   Receive an offer and start date

We will keep in touch regularly and help guide 
you through this process. 

*  Secret Clearance    ** Developed Vetting



”
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Don’t just take it from us.

“ I can safely say that being a CyberFirst Bursary student is an amazing experience. At the end  
of my first year I attended the CyberFirst academy – an eight-week crash course in different 
aspects of cyber security. On the last day of the academy, we gave presentations to our fellow 
students and staff. It was then I realised how much I’d learnt and achieved over the eight weeks 
and how many close friendships I’d made along the way.

My ambition for after graduation is to be on the cutting edge of research and innovation, 
finding new ways to protect Critical National Infrastructure and helping organisations recover 
after cyber attacks. And there are numerous opportunities when it comes to how I can achieve 
that, from taking up a role with the NCSC to working with one of CyberFirst’s industry partners. 
The options are limitless.

My advice for people coming on to this scheme would be to let yourself be open to trying new 
things and to be prepared to keep learning throughout your career. The world of cyber security 
is developing so quickly and you need to be able to adapt to all these new changes.

Lucy
Cyberist



More useful resources
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Weighing up your options

Deciding whether to do an 
apprenticeship degree or 
university bursary is a tough 
decision, and one that you 
should carefully consider. To 
help you weigh up your options, 
here are some links that give 
more detailed information:

• All About School Leavers

• Not Going To Uni

• National Careers Service

Having the right skills

We look for people with a 
particular skillset: teamwork, 
communication and 
problem-solving skills being at 
the top of our list. To find out 
more about the kinds of skills 
and competencies we (and 
other companies) look for, and 
what we mean by skills and 
competencies, take a look here:

• Target Jobs

• Total Jobs

• Jobs.ac.uk

• Gov.uk

Acing your application

We want your application to be 
the best it can be. That’s why 
we’ve put together some useful 
links, where you’ll find tips on 
how to make yours really shine:

•  Researching and preparing: 
Target Jobs

•  Online test practice:  
Target Jobs

•  Interview preparation:  
The Star Framework 

A taste of cyberist life

If you fancy stepping into the 
shoes of our cyberists, then 
why not test your skills with 
some of these challenges:

• Christmas challenge

• Cyber challenges

• Cyphinx

Or you can download our 
free Cryptoy app at Google Play.

Please note that these are 
general challenges and not 
specific to the two CyberFirst 
schemes we are recruiting for, 
so don’t worry if you find them 
difficult or they don’t cover 
your areas of interest. 

To help give you the best chance of success in becoming a cyberist, 
here are some useful resources that you might want to take a look at.

https://www.allaboutschoolleavers.co.uk/
https://www.notgoingtouni.co.uk/
https://nationalcareersservice.direct.gov.uk/
https://targetjobs.co.uk/careers-advice/skills-and-competencies 
https://www.totaljobs.com/careers-advice/cv-and-cover-letter/application-sample
http://www.jobs.ac.uk/careers-advice/interview-tips/1631/competency-based-interview-techniques
https://www.gov.uk/government/uploads/system/uploads/attachment_data/file/128968/competency-guidance.pdf
https://targetjobs.co.uk/careers-advice/applications-and-cvs/271665-research-employers-essential-preparation-for-graduate-applications
https://targetjobs.co.uk/careers-advice/psychometric-tests/450393-try-your-hand-at-free-practice-aptitude-tests
https://www.thebalance.com/what-is-the-star-interview-response-technique-2061629
https://www.gchq.gov.uk/sites/default/files/puzzle-book-comp-3299x2480px.jpg
https://www.cybersecuritychallenge.org.uk/
https://www.cybersecuritychallenge.org.uk/competitions/play-demand-cyphinx
https://play.google.com/store/apps/details?id=com.hmg.cryptoy&hl=en 

